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1 Introduction to Comodo Sitelnspector

Sitelnspector, a free malware scanning and blacklist monitoring service for websites, allows webmasters to set up recurring,
daily checks on any 3 pages of a domain. If malware is discovered or if the website is found on any one of a range of website
blacklisting services, then the account owner is immediately notified via email. Comodo believe this early warning system will
save thousands of innocent website owners per year from the potentially catastrophic effects of seeing their website blacklisted.

Features and benefits include:
»  Automatic, daily malware scans of every page on your website - including any sub-domains
«  Daily checks that your website is not present on any Internet blacklists
«  Full reports and mitigation advice if malware is found
«  You are notified the instant a problem is detected

«  Easy, web based interface means you can be up and running 5 minutes after sign up

5iTe
INSPECTOR

sitelnspector Alert!

GCk 1D @RSUre 1& i5 nol Blackisted and is ree of maksang, Sou will recee an amail every daywith 1he 21a1us ofyour websils

ADD BITE

(= Daity BlackList Monitoring ) Daily Malware Scanning

Sites Last

hipAeany. oniineprplLiblaher comy' Blisckist Morroring Erbled af: 201 2-003-22 061005 UTE X

Guide Structure

This guide is intended to take you through the use of Comodo Sitelnspector and is broken down to the following main sections.
The guide can be navigated using the bookmark links on the left.

- The Administrative Interface - Provides a snapshot of main functional areas of Sitelnspector.
»  Logging-in to the Administrative Interface - How to login to the Sitelnspector interface.
- Websites - Describes briefly about adding website for blacklist monitoring and malware scanning services.
«  Reports - Detailed explanation on blacklist monitoring and malware scanning reports of websites in your account.
« My Account - Detailed explanation on how to manage your account at Comodo Account Manager (CAM).
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2  The Administrative Interface

The main interface of Comodo SiteInspector (SI) allows administrators to have overall control of adding or removing websites for
daily blacklist monitoring and / or daily malware scanning and to view the results in the reports tab. The image below shows the
administrative interface after logging in.

siTe
INSPECTOR

sSitelnspector Alert!

k1o @nsure ¥ le i5 nol blacklisted and i free of maksang, You will receive an amail every daywith The stalus ol vour websils

ADD SITE

& Daily BlackList Monitoring O Daily Malware Scanning

Sites List

Titpudewsy oniimeprpubliaher cory Bisciiist Mordoring Eresioied al: 201 2-003-22 0610005 UTC x

Main Functional Areas

«  Websites - In this area, an administrator can add websites for daily blacklist monitoring and / or daily malware
scanning services. The administrator also can remove, enable or disable websites from the list in this interface and
view reports. See the Managing Websites in Sitelnspector section for more details.

»  Reports - In this interface, an administrator can view the results of daily blacklist monitored and daily malware
scanning of websites in your account. See the Reports section for more details.

« My Account - Provides details of your account in the CAM interface. See the Managing Your Account section for
more details.

- FAQ - Clicking this link at the bottom right of the interface takes you to FAQ site, which provides answers for the
mostly commonly and frequently asked questions regarding Sitelnspector.

- Support - Clicking the Support link at the bottom right of the interface takes you to the Comodo support web page, an
online knowledge base and support ticketing system. The fastest way to get further assistance in case you find any
problem using Sitelnspector.

2.1 Logging-in to the Administrative Interface

Since Comodo Sitelnspector is a web application, you can login into your account using any Internet browser by entering
https://siteinspector.comodo.com/login in the address bar of your browser.
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& Login to Site Inspector

Username iahnsmith

Password LTI T T T T

LOGIN

Login to the interface with the Username and Password that were sent to you via email after the purchase of Sl service.

2.2 Managing Websites in Sitelnspector

In the Websites area, an administrator can add websites for daily blacklist monitoring and / or daily malware scanning services.
The administrator also can remove, enable or disable websites from the list in this interface and view reports.

Click on the " Websites' tab in the interface. By default, the 'Websites' interface will open after logging-in to the Sl service.
SITe
lI'ISI‘E'CTOﬂ COMODD

- Repors My Account ¥ielcome amithiL

o1
SiteInspector Alert!
Selup & gaily chick [0 @nsure wour wizbsilg i nol Blackisied and IS fred Of mabsang, o will receve an amail every day with 1he $1Eus ol your webgile
ADD SITE
[0 O L .
(=} Daily BlackList Mondtoring _} Dally Malware Scanning

Sites List

hipAeany. oniineprplLiblaher cony' Blsciiist Mordoring Erbled of: 201 2-003-22 DE1008 UTC able =mave X
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In the 'Websites' interface, the following tasks can be carried out:
«  Add websites for daily blacklist monitoring
«  Add websites for daily malware scanning
«  View report for a particular website
- Enable / Disable a website for a particular service
- Remove a website for a particular service

Adding websites for daily blacklist monitoring service

Major search engines including Google, Yahoo. Bing blacklist websites if they find influx of any malware in the sites. Once
enrolled in the blacklist, the sites will not be shown in their search results, preventing access to the sites through their search
engines. Blacklist Monitoring service in Sitelnspector watches the blacklists of all major search engines for the status of your
website on a daily basis at a predetermined time. Emails will be sent by Sitelnspector daily to you regarding the status of your
website and if blacklisted by any of the major search engines, enabling you to take immediate remedial action.

To add a website for daily blacklist monitoring service

«  Click the '"Websites' tab at the top of the interface.

SiTe
INSPECTOR  comooo

JEROOMS Tt AC O 1 Ml

SiteInspector Alert!

Setup a daily check to ensure your webzsite is not blacklisted and is free of mabware. You will recaive an email every day with the status of your wabsite

& Daily BlackList Monitoring © Daily Mabwar e Scanming

Sites List

«  Select 'Daily BlackList Monitoring'.

- Enter the URL of the website that you want to add for daily blacklist monitoring service in the text box and click 'ADD
SITE' button.

The website will be added for the service and a success message will be displayed.
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The website has been added o vour account

ADD SITE

® Maily BlackList Mondtofing O Draly Malwiaie Scainuing

Sites Last

Flo A uarmole CO Y Blackiizt Mordtoring Enadabed st 21 2-03-22 032327 UTC Dizabie | R *

Repeat the process for adding more websites in your account. If the number of websites exceeds the subscription plan for your
account, a warning message will be displayed while adding a website.

ih tha stalus of your website

Al avadlable Daily BlackList Moniloning licenges have been used
ADD SITE

(& Daily BlackList Monitoring O Daity Malware Scanming

If you want to add websites without changing your subscription plan, disable a website that is currently in the list and repeat the
process for adding a website. See the section 'Enabling / Disabling a website for a particular service' section for more
details.

Once website(s) have been added, the daily blacklist monitoring will begin at a predetermined time. After the first scan is
completed, 'Report' links will be displayed beside the respective websites list in the interface. See the section 'Reports' for more

details.

Sl will be sending emails daily regarding the status of your websites, which will help you to take immediate remedial action in
case of blacklisting any of your websites by major search engines. An example of a notification email is shown below.
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< Site Inspector Alert! Daily blackl ist monitoring report - Inbox - Mozilla Thunderbird
Fle Edit Visw Go Message Took Help

QIGctI‘-"I.uI - I_Zr'l"#tﬂ .Dddrﬁs Book. '___Tag' )
E Inbos Fiewd: Site Inspector Alert! Daly blackll ., site Inspector Alert! Daily blackL... &3 -
o si@comods com [Ldreplyl = [hyfu-ward] [I-&iad‘hrc] [ i Iu‘k] [ b 4 deletc]

subject Site Inspector Alert! Daily blackList monitoring report 4144 PM

ko jehnzmith@example com
other ackions *

Dear John 3mith
Your =ite is currently blacklisted !
Websice:http://mascurbacia.ovh.org

Status: High Risk
Scanned_at: 2012-03-22 00:14:26 UTC

Ue have detected your domain is present on a blacklist. Pleass login to the managemnent interface
athu:ps:f‘,-’sltelnspectmrvccmodc.cmm.f’alezt. to wiew more decails.

Thanks=,
The Comodo Team

Supporet.comodo . com
forums, comodo . com

Adding websites for daily malware scanning

Daily Malware Scanning service by S| performs automated scans on your website(s) exhaustively for intrusion of any malware
and provides you immediate alert if any malware enter your site(s). The scan report provides granular details of the infection and
enables you to take action on time in order to disinfect your site, before the search engines blacklist your site.

To add a website for daily malware scanning service

«  Click the 'Websites' tab at the top of the interface.
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5iTe
INSPECTOR

SiteIlnspector Alert!

Setup a daily checkt ourwetsie s not Blacklisied and |5 free of makware, You will recelve an emall every daywith the stalus of vour website

ADD SITE

O Daily BlackList Monitoring & Daily Malware Scanning

Sites List

«  Select 'Daily Malware Scanning'.

»  Enter the URL of the website that you want to add for daily malware scanning service in the text box and click 'ADD
SITE' button.

The website will be added for the service and a success message will be displayed.

The wehsite has been added toyour ace
ADD SITE
& pally BlackList Monitoring O Dally Malware Scaning

Sites List

e sccamplie. corry’ wishavare Scanning Erimbied &t 201 2-000.22 113585 UTL T x

Repeat the process for adding more websites in your account. If the number of websites exceeds the subscription plan for your
account, a warning message will be displayed while adding a website.
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All avallable Dally Makvare Scanning llcenses hava been used

ADD SITE

O Daily BackLizt Monitaring & Daily Malware Scanning

Sites Last

hifo#ww example.com? Malware Scanning Enabied al: 20 2.03-22 113555 UTC L E e X

If you want to add websites without changing your subscription plan, disable a website that is currently in the list and repeat the
process for adding a website. See the section 'Enabling / Disabling a website for a particular service' section for more
details.

Once website(s) have been added, the daily malware scanning process will begin at a predetermined time. After the first scan is
completed, 'Report' links will be displayed beside the respective websites list in the interface. See the section 'Reports' for more

details.

Sl will be sending emails daily regarding the status of your websites, which will help you to take immediate remedial action in
case of malware infection in any of your websites. An example of a notification email is shown below.

Comodo Site Inspector Administrator Guide | © 2013 Comodo Security Solutions Inc. | All rights reserved 10
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<' Site Inspector Alert! Daily malware scanning report - Inbox - Mozilla Thunderbird
File Edit WYew Go Message Tools Help

(2 Getmat + | Jf wrke [0 AdcressBook | \Tag-

Fa
) Inbox Site Inspector Alert! Daily malwa... £ .
From si@comodo com | - 'epl"'] ’ [‘;‘;Fm"""'d] ’ & “Chh"eJ [ b """k] ’ X dd&t&]
subject Site Inspector Alert! Daily malware scanning report F . 5:05 PM
to jehnsmith@example com T .
other actions =

Dear John Smith

Tour site may currently be:
blacklisted
hosting malware

performing malicious activity designed to infect wisitors

Website: http://gac.ovh.org
ftatus: Suspicious
Scanned _at: 2012-03-20 11:12:08 UTC

We have detected a possible security issue with your website. Please login to the management
interface at hoops://siteinspector.comodo. comf/alert to view more details.

Thanks=,
The Comodo Tesam

Support. comodo . ¢om
forums. comodo . com

ling

Viewing report for a particular website

Reports of daily malware scanning or daily blacklist monitoring of your websites provide you the information for remedial action if
any is required. You can view the report of a particular website or of all the websites in your account in the 'Reports' section.
Refer to the section 'Reports' for more details. A new website added to your account will not display '‘Report' immediately and
will be displayed only after the first daily blacklist monitoring or daily malware scanning is completed at a predetermined time.

To view report for a particular website

«  Click the "Websites' tab at the top of the interface.
The list of websites in your account will be displayed.
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Reparts My Account Walcoma, J Srrith | L

Sitelnspector Alert!

Seup @ daily check 1o ensure your websile iz nol blacklisted and i e of mabeang vou wAll recaie an email every Gay with the status oryour websibe

ADD SITE

@ pally BlackList Monitoring ' Dally Malware Scataing

Sitez List

Ieprmasturbac)s.ovh.ong’ Biacidizl Monitoring Scanned ab 2012-03.-22 00014:27 UTC Repor 2 | | Rer X

«  Click the 'Report' link beside the website that you want to view the report.

The summary of report for the selected website will be displayed.
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Report tor “http://masturbacja ovh.org”

This 15 a high risk site
Most Recent Scan: 201 2-03-72 00:1 4:26 UTC

Seanned single UR

Unsale P K ta opan lisl af unsafe repots
Possible malwat e site.
Diapmain Ham OVH.ORG

Registrar: VH (R135-LROR)

Registyation date: TE-MON-1 336
Renewal data: 15-MOW- 201 2
Last upilated iate: 1B-NO-2011

History Info

This site has been scanned 3 imes in total
Scan Tine Duration Result
20020327 001426 UTC 257 High Risk
2002021 124025 UTC High Risk
2002022011 10:40 LITC 34 High Risk

Refer to the section 'Reports' for more details.

Enabling / Disabling a website for a particular service

COMODO

Creating Trust Online®

Thig site has Deen

scanned J bmes
Scanmed 1Pz 461051981

Cumrent IP; 46 1051981 0 h_-'lf-*
0 Suspicious
Conmiry: France

M 3 High Risk
O Inconclusive

Adimdrd sty atpee, Techinical Contact:
FRegistrant Sy Roubai

Registrant Postal Code: 59100
Registranl Phone.+ 22200700 TE1
franl FAX +33 320200953

Registrant Emailoles@oh net

Scan Type Cretail
Scanned single UR

seanned single URL

Scannied single UR

If you want to add certain number of websites for daily blacklist monitoring or daily malware scanning services than allowed for
your account, you have to first disable the same number of websites in the current list. Refer the sections Adding websites for
daily blacklist monitoring service and Adding websites for daily malware scanning for more details on how to add

websites.

To enable / disable a website for a particular service

«  Click the "Websites' tab at the top of the interface.

The list of websites in your account will be displayed.

Comodo Site Inspector Administrator Guide | © 2013 Comodo Security Solutions Inc. | All rights reserved 13
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1epors My Account

Sitelnspector Alert!

Seup a daily check 1o engure your wabsite 15 not Dlacklsted and IS e of makwang, Yo will receive an email every day with the stabus of your webgile

ADD SITE

& Daily BlackList Monstoring O Daily Malware Scanning

Sites List

Il #masturbacia. o ony Binckist Mankoring Scanned st 20H 2-03-22 0001427 UTC Report B | I b

«  Click the Enable / Disable link beside a website that you want to change the status from enabled to disabled or vice-
versa.

«  Click 'OK' or 'Cancel' in the confirmation dialog.

Are you sure’

Ok ] ’ Cancel

The status of the selected website will be altered per your changes and a notification will be displayed.

The pictures below display notification for a website disabled for daily blacklist monitoring service...

The website manitoring has been disabled. Mo checking will take place.

...and for a website enabled for daily blacklist monitoring service.

Thewebsite monitoring has heen enabled.

Note: If you have changed the state of a website from 'Enabled' to 'Disabled’, the website will still be available in the list and
you can enable it anytime.

Removing a website for a particular service

If you wish to remove websites from the list for daily blacklist monitoring or daily malware scanning services, this can be easily
done from the Sitelnspector interface.

To remove a website for a particular service

«  Click the 'Websites' tab at the top of the interface.

The list of websites in your account will be displayed.

Comodo Site Inspector Administrator Guide | © 2013 Comodo Security Solutions Inc. | All rights reserved 14
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Sitelnspector Alert!

Satup a daily check fo ensure your website is nol blackisied and is free of mabwara. You will recaive an amail every day with the slatus of vour wabsile

ADD SITE

® Draily BlackList Monitaring O Draily Wialvare Scanming

Sitez Lzt

PR, ONINEE LTSRS, COmy BibscHizgd Mororing Searmed sl 2012-03-26 01:11. 52 UTC ®

«  Click the 'Remove' beside a website that you want to remove from the list.

Are ol sure’

Ok ] ’ Cancel l

«  Click' OK' to remove the website from the list.

A notification will be displayed stating that the website has been removed from the selected service.

The website has been remowved Trom your account

Note: The reports generated for the removed website will still be available in the 'Reports' tab. Refer the section 'Reports' for
more details.

2.3 Reports

The Sitelnspector Scan Reports are highly informative graphical summaries of the malware affected status of enrolled
websites. Sl Reports include:

«  Scan reports of all the web pages of websites enrolled for Daily Malware Scanning
«  Scan reports of index /home pages of the websites enrolled for Daily Blacklist Monitoring

‘The Reports' tab displays a chronological list of all the malware scan reports of all the websites enrolled for S| Alert. with the
details on:

» the website/domain to which the report pertains

«  the service for which the website/domain has been enrolled (Malware Scanning/Blacklist Monitoring)

Comodo Site Inspector Administrator Guide | © 2013 Comodo Security Solutions Inc. | All rights reserved 15
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+  the number of web pages (urls) scanned in that website

«  creation date and time of the report

Websites My Account Welcoms. John Smith | Logout

View Reports

Narrow report dizplaying... FILTER Show all entries v

hitp:/ziclogfx.ovh.org/ Malware Scanning Checked URL=: 35 Created at: 2012-03-26 10:19:25 UTC Report®  Remove X
hitp:/fwww onlineprpublisher.com/ Malware Scanning Checked URL=: 19 Created at: 2012-03-22 05:12:04 UTC Report®  Remove X
hitp:/iziclogfx.ovh.org/ Malware Scanning Checked URL=: 35 Created at: 2012-03-22 00:19:42 UTC Reportl®  Remove X
hitp:/ziclogfx.ovh.org/ Malware Scanning Checked URL=: 1 Created at: 2012-03-21 00:12:25 UTC Report®  Remove X
hitp:/iziclogfx.ovh.org/ Malware Scanning Checked URL=: 1 Created at: 2012-03-21 00:11:14 UTC Reportl®  Remove X
hitp:/iziologfx.ovh.org/ Malware Scanning Checked URL=: 39 Created at: 2012-03-20 13:14:52 UTC Report®  Remove X
hitp:/lgac.ovh.org/ Malware Scanning Checked URL=: 1 Created at: 2012-03-20 11:30:57 UTC Report®  Remove X
hitp:/lgac.ovh.org/ Malware Scanning Checked URL=: 1 Created at: 2012-03-20 11:19:08 UTC Reportl®  Remove X
http:/fzmartterm.voveky.info/ Malware Scanning Checked URL=z: 20 Created at: 2012-03-20 10:11:49 UTC Reportl®  Remove X

Display | 20 tems per page [V

In the Reports area:
- the sites identified as safe and free from malware are highlighted with green
« the sites identified as suspicious are highlighted with yellow
« the sites identified as unsafe and containing malware are highlighted with red
« the sites that produced inconclusive scan results are highlighted with gray
The 'View Reports' interface allows the administrator to:
»  Filter the Reports
«  View Detailed Reports of a website
« View Report of Unsafe pages in the same IP address of the Website

«  Remove outdated/unwanted reports

Using the Filter options

Sorting Reports based on Search Keys - You can filter the entries in the list to show only the results of particular website(s)
by sorting the results based on search keys. Enter the search key partially of fully in the text field beside 'Filter' and click the
'Filter" button.

Sorting Reports based on Report Types - The drop-down menu at the top-right enables you to select the reports to be
displayed based on scan results.

- Show all entries - Displays all the entries
- Show only Safe entries - Displays only the scan reports of the sites identified as safe and free from malware
- Show only Unsafe entries - Displays only the scan reports of the sites identified as unsafe and suspicious

«  Show only Inconclusive entries - Displays only the scan reports of the sites on which the malware scanning yielded
inconclusive results.

Limiting number of entries per page - You can limit the number of items displayed in the Reports page by selecting the option

Comodo Site Inspector Administrator Guide | © 2013 Comodo Security Solutions Inc. | All rights reserved 16
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from 'Display' drop-down at bottom right.
Viewing Detailed Reports

The detailed scan report can be viewed by clicking the 'Report' link in a listed item.

Warrow report displaying...

FILTER Show all entries R
Malware Scanning Checked URL=: 35 Created at: 2012-03-25 10:15:28 U_C Remove X

& E x

hitp:#ziologfx.ovh.org!

hitp:/fww w.enlineprpublizher.com’ Malware Scanning Checked URLs: 19 Created at: 2012-03-22 05:12:04 UTC

Tip: The most recent report for a specific website can be opened by clicking the 'Report' link against the website name under
the 'Sites List' in the Websites interface.

The report page is divided into three sections namely:

»  Report Summary — Provides an at-a-glance summary of status of the website, number of pages scanned, domain
registration and contact details. The Summary area also contains a link to open a list of report on unsafe urls found on
the same IP address.

«  Checked URLs - Gives a list of web pages (URLs) in the website, which are scanned with individual results.

«  History Info - Gives a log of malware scans run on the website.

Report Summary:

The Report Summary area provides at-a-glance summary of the scan results. It also gives:
+  the IP address of the domain
«  the domain registration details

- administrative/technical contact details of the domain.

Websites Iy Account

Report for ‘http://ziologfx.ovh.org/’

ome. John Smith | Logout

This is a high risk site.
34 high risk pages were detected.

Most Recent Scan: 2012-03-26 10:19:29 UTC

Site crawled (depth:9). Number of checked URLs: 35

Unsafe IP. Click here to open list of unsafe reports.

Possible malware site. Advisory provided by Google

Domain Name: OVH.ORG
OVH (R135-LROR})
Registration date: 16-MOV-1998

Registrar:

Renewal date: 15-NOV-2012

Last updated date: 16-MOV-2011

Checked URLs

Scanned IP: 456.105.198.1

CurrentIP:  46.105.198.1
Country: France

Administrative, Technical Contact:
Registrant City:Roubaix

Registrant Postal Code: 59100
Registrant Phone:+33.899701761
Registrant FAX:+33.320200958
Registrant Email:cles@ovh.net

o

This site has been
scanned 5 times.

0 Safe

2 Suspicious
M 3 High Risk

0 Inconclusive
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»  Clicking 'Click here to open list of unsafe reports' will open a list of pages from the same IP address, that were found
unsafe while scanning this website. Refer to Viewing Report of Unsafe pages in the same IP address of the
Website for more details.

-« Clicking 'Advisory provided by Google' will take you to the Google Safe Browsing FAQ page, that explains why this
page is qualified for blacklisting, if found containing Malware.

"l google.com V| 1| | % | | 0 =

File Edit ‘Wew Favorites Tools Help

{3 Favorites {5 n i, ] 2] -
|4 5afe Browsing FAQ - Google Safe Brawsing AP1- G... | L v B) [ = - page~ gafety - Tools - @~
Why is Google providing an advisory for this page? ~

We want our users to feel safe when they search the web, and we're
continuously warking to identify dangerous pages and to increase
protection for our users. Google uses automatic algorithms and user
feedback to compile lists of sites that may be dangerous. The two major
types of dangerous pages on our lists are phishing pages and malware
pages. The lists of potentially dangerous pages are available to
developers via the Safe Browsing API. These lists can't perfectly protect
users from every risky site on the weh, and there is always a chance
that a safe site could be misidentified as risky, but we update the lists
regularly to keep them as current as possible.

Phishing

Phishing, or spoofing. is a type of attack in which a page asks you for

wour personal or financial information under false pretenses. To leamn —
more about phishing, you can visit Antiphishing org.

« If you believe that we're including a page on our list that is not a
phishing page. please send us a phishing error report.

* You can also |et us know about 3 phishing page if you find one
that we've missed.

Pl pom pmam

3 |
€D Internet 5 v Hioow -

Checked URLs

The Checked URLs area provides a list of scanned web pages (urls) of the website.

Note: If the website has been enrolled for Daily Malware Scanning, all the pages will be scanned. If the website has been
enrolled for Daily Blacklist Monitoring, only the home/index page will be scanned.

The Checked URLs area displays the scan result of each and every page scanned; enables you to view the report details of
individual pages and to print the report for the pages identified as High Risk and Suspicious. You can also filter the reports to
be viewed.

Comodo Site Inspector Administrator Guide | © 2013 Comodo Security Solutions Inc. | All rights reserved 18
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Checked URLs

Narrow report displaying... Show all entries A
URL Result URL Detail URL Report
http/iziologfx.ovh.org! High Risk high risk pages were detected Print report
hitp:iziologfi.ovh.orghvp.pl_full.htf ... Safe Mo malicious code, files or activity detected NI
http:/iziologfe. ovh.orglfindex htmiindex. .. High Risk high risk pages were detected Print report
hitp:iiziologf. ovh.orgfkontakt.htmdkont ... High Risk high risk pages were detected Print report
http:iiziologfx.ovh.org/portfolio. htmipo .. High Risk high risk pages were detected Print report

hittp .orgfiotomanipulacie. ... High Risk high risk pages were ( Print report
http:iiziologfx.ovh.org/kamien_przed_ful ... High Risk high risk Print repaort
hitp:iiziologf. ovh.org/portfoliov _full .. High Risk high risk pages were detected Print report
http:iiziologfk. ovh.orglapteka_full.htfa .. High Risk high risk pages were detected Print repart
« 1 2

Display | 20 items per page | v

History Info

The details provided under each column are described below:

»  URL - The url of the scanned page. If the full url could not be displayed within the width of the column, clicking on the
displayed portion will open a pop-up showing the full url.

----- = PO MalchoUs Code, Thes of dClvily delacled

hitp:iiziologhe.ovh.orgfotomanipulacje htmfotomanipulacje.html

«  Result - Shows the result of the malware scanning on the page. The result can be one of:

«  Safe - The page contains no malicious code, files or activity

«  Suspicious - The page is identified with suspicious code, file or behavior by the scanning engine
«  High Risk - The page is identified with dangerous code, file or behavior by the scanning engine
» Inconclusive - The scan terminated without providing conclusive results.
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»  URL Detail - Provides a short description of the result. If the page is found unsafe, clicking on the description will
open a pop-up with the report details.

Report Details

This is a high risk page : http //iziologfx ovh org/index htm
Result for 2012-03-27 01:17:26 UTC

Malicious behaviour was detected

B Dangerous script is found by antivirus engine on the page

»  URL Report - Enables you to print the report on the page by clicking the 'Print report 'link.

odre Mo malicious code, les or acivity detecied I

hitp:iiziologhovh.orgiindex htmiindex. High Risk high risk pages were detected

High Risl

History Info

The History Info area displays a log of scans run on the website. This area serves as an archive and enables you to view the
scan reports from the past.

History Info

This site has been scanned 6 times in total.

Scan Time Duration Result Scan Type Detail

2012-03-27 011726 UTC 440 High Risk Site crawled (depth:8) high risk pag
2012-03-26 10:18:29 UTC 562 High Risk Site crawled (depth:9) 1igh fisk pages were
2012-03-22 00:19:42 UTC 576 High Risk Site crawled (depth:8) high risk pag ]
2012-03-21 00:12:29 UTC 112 Suspicious Site crawled (depth:9) SUSRICIOUS pages were
2012-03-21 00:11:14 UTC 68 Suspicious Site crawled (depth:9) i SEREneE o
2012-03-20 13:14:52 UTC 286 High Risk Site crawled (depth:9) anned, nign fsk pages were

The details provided under each column are described below:
«  Scan Time - Shows the date and time of the scan.
-+ Duration - Shows the time taken to scan the website (in seconds)
*  Result - Shows the overall result of the scan

»  Scan Type - Shows the depth of scanning

»  Detail - Shows the number of pages scanned and brief description of the result. Clicking on the description opens the
complete scan report of that scan in a new window.
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Viewing Report of Unsafe pages in the same IP address of the Website

The consolidated report for a website enrolled for Daily Malware Scanning enables the administrator to obtain a report only for
the pages identified as unsafe from the same IP address of the website. This saves time when compared to analyzing the
individual page reports at the Checked URLs area and identifying the unsafe pages manually.

To view the report on only the unsafe pages, click the link 'Click here to open list of unsafe reports' in the Report Summary
area.

Note: The link 'Click here to open list of unsafe reports' will appear only if one or more unsafe pages are identified from the
same IP address of the website.

Areport with list of pages identified as unsafe will be opened in a new window.

List for IP: 46.105.198.1

This list contains unsafe URLs were found on this IP. It is updated every 60 mins. These pages were checked in the last 48 hours.

Unsafe URL Result Detected IP Last Detected At Details

hitp:iziologfx.ovh.org! High Rizk 46.105.198.1 2012-03-27 01:17:26 UTC

hitp:/fanglia.ovh erg/dudiey.htmi High Risk 46.105.198.1 2012-03-26 18:54:36 UTC

hitp:/{bozecialo.ovh.org! Suspicious 46.105.198.1 2012-03-26 18:51:21 UTC Show report
hitp:/igac.ovh.org! High Rizk 46.105.198.1 2012-03-26 18:50:00 UTC Show report
hitp:i#izmp3.ovh.org/ High Risk 46.105.198.1 2012-03-26 18:38:01 UTC Show report
hitp:/ifajowe.ovh.orgl High Rizk 46.105.188.1 2012-03-26 18:25:04 UTC Show report
hitp:/imalczikiovh org/01_spal2/20_html Suspicious  46.105.198.1 2012-03-26 13:24:58 UTC Show report
http:/idetonacje ovh.orgiwsparcie.html High Rigk 45.105.198.1 2012-03-26 18.23:44 UTC Show report
hitp:/imasturbacja.ovh.org! High Rizk 456.105.188.1 2012-03-26 18:22.02 UTC Show report
hitp:/flo1keluszki.ovh.org! High Rizk 45.105.198.1 2012-03-26 18:18:57 UTC Show report

To view the detailed report on a specific page, click 'Show Report' link beside it.
Removing reports for a particular website

Unwanted and outdated reports can be removed from Sitelnspector Reports by clicking the 'Remove' link in the 'View Reports'
interface.

View Reports

Narrow report dizplayi

FILTER Show all entries b
http:/iziologfx.ovh.org! Malware Scanning Checked URLs: 35  Created at: 2012-03-27 01:17:26 UTC  Reportl2

http:/iziclogfx.ovh.org/ KMalware Scanning Checked URLs=: 35 Created at: 2012-03-26 10:19:20 UTC &l x

A Confirmation dialog will appear.
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Message from webpage |Z|
\ ? ) AFe you sured

| (o4 | [ Cancel

»  Click 'OK'. The selected report will be removed from Sitelnspector.

2.4 Managing Your Account

The 'My Account' tab in Sitelnspector enables you to view your account details, change your login password, add more
websites, renew your subscription and create a new account.

To manage your account, click the "My Account' tab in the Sl interface.

Reports Welcome, John Smith | Logout

Sitelnspector Alert!

Setup a daily check to ensure your wehsite is not blacklisted and is free of malware. You will receive an email every day with the status of vour wehbsite

ADD SITE

® Daily BlackList Monitoring (@] Daily Malware Scanning
Sites List:
hito A oniineproubiiaher.cormy’ Blacklizt Monitaring Scanned at; 2012-03-27 0110027 UTC Report 2 | Disable | Remove X
Report 2 | Enable | Remove X
Enable | Remove X

Enable | Remove X

You will be taken to your Comodo Accounts Manager (CAM) page at
https:/laccounts.comodo.com/siteinspector/management.

COMODO Welcame: John Smit

Creating Trust Online®

Sitelnspector | My ount | Help | Contacts
Comodo Sitelnspector Subscriptions 4 Search Credate New Manage Subscriptions
License key Submcription Ewxpires At Sites Iz active
Sitelnspactar Alerl il 00 g ag G888 md Vel apaae S Al 2013-03-20 1 ALID Penew  View
1 Foamnd
Capw 4414656

The Accounts page contains four tabs:
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«  Sitelnspector
« My Account
* Help

«  Contacts

2.4.1 Sitelnspector Area

If you have subscribed for only Sitelnspector service, the details of your service will be displayed directly in this page. If you
have subscribed for more accounts, such as Comodo Online Storage, Comodo Internet Security etc., you have to select the
respective product from the drop-down in the first tab named as 'Services'.

The page allows you to:
»  Search for your subscription
«  Subscribe Sl services for more websites
*  Renew your subscription and

«  View your subscription details

To search for your subscription

«  Click or select 'Sitelnspector' from the first tab in your accounts screen.
«  Click the 'Search' link at the top right side of the screen.

The 'Search Subscription' page will be displayed.

Sitelnzpector | My Account | Help | Contacts Logout
Comodo Sitelnspector Subscriptions rch Create New Manage Subscriptions
Search Subscription B

Subscription 1D:

Expired At Data

fram
w b L
to
A4 W LY
Search |Reset
Product name License key Subscriplion Expires At Sies Is active
Sitelnzpector Aleri! L W a0 mib i ] i R TR 030320 1 WALID Penow  Wiew

1 Fourd

- Enter the full or part of the subscription ID in the text field
and/or
«  Select the period of the subscription in the year, month and date drop-downs and click the ‘Search' button.

The search process will start and details of all your subscription will be displayed at the bottom of the screen.
To subscribe Sl services for more websites
«  Click the 'Create New' link at top right side of the screen.

The 'Comodo Sign-Up Page' will be displayed.

«  Select the service and enter the number of websites that you want to enroll in the 'Pricing Terms' section.
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Lot

Comodo Sign-Up Page

Pricing Terms

G‘ Daily Malware Scanning - Steinzpactor Pro (1 site)
O Daily BlackList Monitoring - Steinspector Pro (1 site)

ShesCount Licenss Petiod ¥ Per Site Total

1 1 Month » $14.95 $14.95

«  Enter your contact details in the 'Contact Information' section.

Contact Information

Company Mame ABC Comoraiion

street Address Sreetname

Address2

City Cityname

Country United States v
State or Province Alabama w
Postal Code’ B5000

Note: Fields marked with * are mandatory.

- Ifyour Billing address is same as the contact information, leave the checkbox 'The same as Contact Information' under
Billing Information selected. Else, uncheck the option and enter your billing address.

«  Select your payment mode in the 'Payment Options' section and enter the required details in the respective fields.
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Billing Infermation

The same as Contact Information

Payment Options

© [Prear
oS E R

Credit Card Details
Credit Card Sumber Select my Credit Card

Security Code’ What is it?

Name exactly as it appears on your
credit card’

March - 2012 =

Expiration date’

»  Select the 'Yes' checkbox in the 'Communication Options' section for updates about Comodo products.

» Read the 'User License Agreement' and accept to it by selecting 'l accept the Terms and Conditions' checkbox.

Communication Options

Yes! Please keap me informed about Comodo products, upgrades, special offers and pricing via email. Your information is safe
wiith usl

Terms and Conditions

USER LICENSE AGREEMENT
SITEINSPECTOR

INPORTANT - PLEA3E READ THESE TERES CAREFULLY BEFORE DOWNLOADING, IN3TALLING, OR
TUIING COMODO IITEINSPECTOR ("3ERWVICE3™). BY DOVNLOADING, INSTALLING, OR U3ING
THE SEEVICES OR BY CLICEING OMN "I ACCEPT™ BELOW, YOU ACENOWLEDGE THAT YOU HLVE
READ THIS AGREEMENT, THAT ¥YOU UNDERSTAND IT, AND THAT YOU RGREE TO ITS TERNI. IF
YOoU DO NOT AGREE TO THE TERMS HEREIN, DO NOT DOUNLOAD OR USE THE SERVICES OR

CLICK OWN "I ACCEPT™.

Thi=s user license agreement is between you ("you"” or "Subscribec"), as either an
individual or a3 a business entity, and Comodo Securicy Jolutlons, Inc. ("Comodo™) ., hd

[ accapt terms and conditions

SIGNUP |

Terms & Conditions  Comade Security Solutions, Ine,"s privacy poliey  Contact Us
SComodo Securily Soubons, NG,
Cithd w4 4. 14538

«  Click 'SIGN UP'
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Your order will be processed and confirmation email will be sent from Comodo.
To renew your subscription for Sl services

«  Click the 'Renew' link at the bottom right side of the screen.

The 'Comodo Sign-Up Page' will be displayed. Follow the same procedure as explained in 'Subscribing Sl services for more
websites' section.

To view your Sitelnspector subscription details

»  Click the 'View' link at the bottom right side of the screen.

Your Comodo Sitelnspector Subscriptions details page will be displayed.

Sitelnspactor | My Account | Help | Contacts Logout
Comodo sitelnspectnr Subscriptiﬂns 4, Search Create New Manage Subscriptions
Product name License key Subscription Expires At Sites s active
Sitelnspactor Alert! (free for testing) S pfes a0 57w * Shed” St Sl T 230320 1 WALID Penew  Wiew
Show Comeodo Sitelnspector Subscriptions (x]
Product name Sitelnspector Alert!
Licanse key el AT BArE AETE 4l TR kB4 BT
Subscription [ Y
Sites ‘I
From date Tue, 20 Mar 2012 09:08:29 40000
To date Wed, 20 Mar 2013 09:08:29 +0000
1s active VALID
Close
1 Found

The license key and subscription details have been intentionally blurred and will be clear in your accounts page.

. Click 'Close' or the B button to retum to the subscriptions page.

To return to Sitelnspector website from your accounts page

«  Click 'Manage Subscriptions' link to return to the Sitelnspector services website.

2.4.2 My Account

The 'My Account' tab displays the full details of your account with Comodo Accounts Manager.
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User Details

Account Details User Details
_ - i, Change Password
o L Rmthggexampts.com Change Contact Information
Email: EmthZexample.com Change Email Address
First Mame: John Credit Cards Management
Last Mame: Smith
Contact Address:
Address: Strest name
City: Cy name
Postal Code: 123458
Country: United States
Enabled Services:

* Sitelnspector

Shgn Up to Comaodo Hetwork Center
Sign Up to Affiliate System

Sign Up to Antispam Gateway

Sign Up to Comaodo Wel Application Firewall
Sigm Up to LoginPro

Sign Up to Comaodo System LRilities
Sign Up to User Trust

Sigm Up to TrustConnect

Sign Up to Comodo Intermet Security
Sign Up to Comado Ondine Storage
Sign Up to Endpoim Security Manager

Last Ten Orders:
Orders
Order o ' Payment Order
Humber Description Date - Amount State
Siteinzpector Alert! Accass Fes Tua, 20 Mar 2012 CC-MOT -
thozind [2012-03-20/201 3-03-20] 09.08:29 +0000 DEFINED LAk L R
1 Foumnd

This area allows you to change your account settings and information and also to sign-up for other Comodo Products and
Services. The right hand side pane contains the shortcuts for the following:

»  Viewing your account details
User Details

«  Changing your account password Change Password

«  Changing your contact details Change Contact Information
. . Change Email Address
+  Changing your email address Credit Cards Management

» Managing your credit card details

Changing Your Comodo Account Password

The 'Change Password' option in the right hand side pane allows you to change the password to access your Comodo
Sitelnspector services account and the Comodo Accounts Manager (CAM).

To change your password

»  Click 'Change Password' from the right hand side pane in the "My Account' interface.
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Change Password

Please enter New Password

i Password I

Hew Password I

Reenter Hew Password I
™,
| Submit |

«  Enter your existing password on Old Password text box.

»  Enter your new password in the New Password text box and re-enter for confirmation in the Reenter New Password
text box.

e Click 'Submit'.

Your access password is now changed. You need to enter your new password to access your Sl services account from next
login onwards.

Changing Contact Information

The 'Change Contact Information' option in the right hand side pane enables you to change your contact details from
those provided during your account sign-up.

To change your contact details

«  Click 'Change Contact Information' from the right hand side pane in the 'My Account' interface.

Change Contact Information

Company Name ABC Comoration
Street Address. Sireet name
Address2
Ccity" City name
Country’ Linited States v
State or Province Alabama v
Postal Code” 123456
[: Submit :|

The 'Change Contact Information' form will appear, pre-populated with the details entered while signing-up the account.

«  Modify the details as required.

Note: Fields marked with * are mandatory.
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»  Click "Submit'.
Your contact information attached with the account are now changed.

Changing Your Email Address

The 'Change Email Address' option in the right hand side pane enables you to change your email address that is associated with
your account.

To change your contact email address.

«  Click 'Change Email Address' from the right hand side pane in the 'My Account' interface.

Change Email Address

el Email Address jEmithiZ@example com
Hew Email Address hnhnsmith@newmail.cnm
Reenter Hew Email Address Ijl:lhn smith@@newmail. cam

=

| submit [ Cancel |

The Change Email Address form appears, pre-populated with the email entered while signing-up the account.

«  Enter the new email address in the New Email Address text box and re-enter the same in the Reenter New Email
Address text box for confirmation.

+  Click 'Submit'.
The email address attached to your account is now changed. You will receive email notifications related to your Comodo
Sitelnspector account only in your new email address. But your login email address remains the same, as signed-up with.
Managing Your Credit Cards Information
The 'Credit Cards Management' option in the right hand side pane enables you to change the details of the credit card(s)
associated with your account. The details of the credit card you used earlier will be displayed.

To add a new card, click 'Add Credit Card' and fill-in the form with the details of the new card. This will help in pre-populating
your credit card details when your are renewing your subscription, purchasing additional online storage space or subscribing for
other Comodo Products or Services.

Subscribing for Other Comodo Products and Services

The 'User Details' page under 'My Account' tab displays the currently enabled services for your account and a list of other
products and services available from Comodo at its bottom.
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Enabled Services:
* Sitelnspector

Sign Up to Comodo Hetwork Center
Sign Up to Affiliate System

Sign Up to Antispam Gateway

Sign Up to Comaodo Wel Application Firewall
Sign Up to LoginPro

Sign Up 1o Comodo System LRilities

Sign Up to User Trust

Sign Up 1o TrustConneet

Sign Up to Comodo Intermet Security
Sign Up to Comodo Online Storage

Sign Up to Endpoimt Security Manager

Last Ten Crders:
Orders
Order o ' Payment Order
Humber Description Date - = Amount e
Siteinzpector Alert! Accass Fes Tua, 20 Mar 2012 CC-MOT _
thoziint [2012-03-20/201 3-03-20] 02.08:29 +0000 DEFINED b i e

1 Found

«  To subscribe for other Comodo products or Services, simply click the corresponding link and follow the enrollment
procedure.

2.4.3 Help

Clicking the Help tab takes you to Comodo's searchable knowledge base and troubleshooter at https://support.comodo.com/
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File Edit  Yiew Favorltes Tools Help f"u','"
g i (Y [ KoL i : iy
O O BRAG| P fros @2 BB
Address | &) hitps:fsupport, comodo. com; b .Gn Links *
-~

COMODO
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Comodo Support Home

Welcome to the Comodo Support home page. ﬁ
From here, yvou'll be able to find support information on all of Comode's products by searching
through our Knowledgebase and using our Troubleshooters. Ernail:
If you are not able to find answers to your questions, please check the active Forum community. Bateiiord:
If you would like to submit & ticket, please do so using our online ticket subrmission system below,
Rermember
Register Submit a Ticket Ma:
Register 3 new account to submit Zubmit 3 new ticket,
new oF view existing tickets,
= Search

Troubleshooter
Take a step-by-step tour to find the

L

Knowledgebase
) Search support articles and find
i answers to frequently asked
<

solution to all your issues, -- Entire Su
questions,
* Latest Ne
MNews Downloads # Thu, 19 ]
View latest company news and Wiew our categorized library of Far the third
announcements. downloads for all necessary manuzals, | Matousec's F
software, etc, Challn?:nge bie e
| >
QI'I:I]Js:,fjsuppnrt.mnndn.cDm,l'index.ﬂ'lp?_m=core&_a=register L] é: 4 Internet

If you do not find a solution in our Knowledge base or Troubleshooter, you can submit a support ticket after registering an
account. Registration is free.

244 Contacts

Clicking the 'Contacts' tab takes you to the 'Contact Us' page.
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Contact Us:

In North America: + 1888 266 6351 of + 1 703.581 6361
All otrer countries: + 44,0001 61.574 7070

Emsit salesdcomodo.com

Email uz at support Dcomado.com of use the telephone number provided when you placed your order

Validation Department
If you are required to submi corporale documents for validstions purposes, please mail fo
alickstion Department
Comodo Securiy Services
3rd Floor, 26 Orfice Yikage
Exchange Cuay, Trafford Rosd
Saltord, Manchester
M5 3EC
LIk

“ou may alzo submit your documents by email or fec foc
Emadl: docsidcomodogroup.com
U.E. and Canadian Fax + 1 B66.531.5837
International Fa: +1 501,303 921

For EV (Extended Validation) SGC S5L Certificates onhy:
Emadl; evdocs e omado.com
U5 and Canadian Fax: + 1 BEE 446.7704
Intermational Fae: +1 801,303 .9359

Business Development, Strategic Partnerships:

If you windd like to dizcuss a Business Development or Strategic Partnerzhip péease contact us s busdew Tcomado.com

If wou would like to discuss Partner or Affiliste opportunities please contact us at busdewdcomodo.com
Existing Affiliates, Partners:

If wou are & Web Host Reseller Program Member, webhostsupport @ omods, com

If you are & Ressllsr Program hMember: 1 esellersupportdcomodo.com

CAdw 4414000

The 'Contact Us' page contains telephone numbers and email addresses for contacting Comodo for purchasing Comodo
Products and Services and to get Product Support.
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About Comodo

The Comodo companies are leading global providers of Security, Identity and Trust Assurance services on the Internet. Comodo
CA offers a comprehensive array of PKI Digital Certificates and Management Services, Identity and Content Authentication
(Two-Factor - Multi-Factor) software, and Network Vulnerability Scanning and PCI compliance solutions. In addition, with over
10,000,000 installations of its threat prevention products, Comodo Security Solutions maintains an extensive suite of endpoint
security software and services for businesses and consumers.

Continual innovation, a core competence in PKI and a commitment to reversing the growth of Internet-crime distinguish the
Comodo companies as vital players in the Internet's ongoing development. Comodo, with offices in the US, UK, China, India,
Romania and the Ukraine, secures and authenticates the online transactions and communications for over 200,000 business
customers and millions of consumers, providing the intelligent security, authentication and assurance services necessary for
trust in on-line transactions.

Comodo Security Solutions, Inc.

1255 Broad Street
STE 100

Clifton, NJ 07013
United States

Tel: +1.877.712.1309
Tel: +1.703.637.9361

Email: EnterpriseSolutions@Comodo.com

For additional information on Comodo - visit http://www.comodo.com.
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